Introduction

® Modern society and commerce depe
iInformation over the Internet.

nd on access to

® Information is accessed over the Internet using

centralized search engines and search
efficiency and scalability.

Indexes, for

® \\We cannot assume that centralized search engines

will always deliver the information we s
and unbiased.

® Trust is a system for publishing, sea
retrieving information over the Internet
trustworthy access to information.

Overview of ITrust

Main objectives are to:

eek, uncensored

rching for, and
that provides

® Provide users with information they need.

® Publish information for other people to access.

® Search for, and retrieve, published information.

® Detect that the system Is under attack.

® |ncrease the probability of distribution and retrieval

when the system Is under attack.

Basic elements of ITrust:

® Participating nodes: Form the membership of iTrust.
® Source node: A participating node that produces

metadata describing the information, w
available to other participating nodes ¢

nich It makes

® Requesting node: A participating node that generates
requests and distributes the requests to a subset of

participating nodes chosen at random.

How ITrust works:

® \When a participating node receives a request,

first it compares the metadata in the request with

the metadata it holds

If it finds a match, it returns the URL of the
associated information to the requesting node.

Information from the source node.
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Figure 1. A network with participating nodes. Figure 2. A node (a source node) distnbutes metadata, describing its
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® The requesting node then uses the URL to retrieve the

mformation. to randomly selected nodes m the network.
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Figure 3. A node (a requesting node) distnibutes its request to randomly Figure 4. The node matches the metadata and the request and reports
selected nodes in the network. One of the nodes has both the metadata the match to the requester. which then retrieves the mnformation from the

and the request and. thus, an encounter occurs. source.
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nosen at random.
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Implementation of ITrust Probabilistic Analysis
The ITrust implementation is based on HTTP. Variables:
e B ——— s iz | ®Membership cor_1tai_ns n participating nodes.
PHP metadata xml engine | | ® Metadata are distributed to m nodes.
register metadata list tools ® Requests are distributed to r nodes.
cURL apply xmi | . .. : !
blich xm s f  user settings | ® Proportion x of the participating nodes are operational.
SOLite ; | statistics |
helper functions metadata inbox | Formulas:
N hodes wrapper | | ®Probability g of no match on r trials:
T  /leave membership| | n—mrn—-mzr—ln—-mr—2 n—mxr—r+1
resource wrapper | ,/— delete nodes : 1= mn n—1 n—2 n—-r4+1
log - . .
tag keyword resource |« /' / /| | ®Probability p of a match on r trials:
search functions <217 search I p = 1—gq
PECL htit iyati o
P globals / nawgatlonl . query | _ n—mrn—imr—1mn — mr — 2 n—mr—r4+1
. - | INbox | - n n—1 n—2 7 n—r+1
tika /lucene /dictionary =~ ' — " | for n > mx 47 |
(a) (b) (c) fm=r=[yn] and = = 1. then p > 0.6321.

_ fm=r=[v2n]| and x = 1, then p > 0.8647.
(a) Web server foundation: Uses Apache Web server fm=r=[2y/n] and = = 1, then p > 0.9817.

with PHP extensions. cURL for inter-node
communication and SQLite for node / keyword / |
resource tracking.

®Probability of a match:
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(b) Application infrastructure: XML component
generates resource lists; helper functions manage
node and resource information; uses Tika / Lucene /
WordNet JARSs to add tagging and synonyms.

Non-Operational Nodes

o
o

0.6 1

0.5

o
.

0.4

Probability of a Match
o
(8]
Probability of a Match

o
w

0.3 -

o
Mo

0.2 1

o
—_—

0.1 - 1000 Node Network

o

T T T T T T T 1 D T T T T T T T 1
0 10 20 30 40 50 60 70 &0 0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8

(c) Public interface. Machine interface (green) used for

Inter-nOde Communlcatlon (memberShlp’ query, etC)_ Number of Nodes for Metadata and Request Distribution Proportion of Non-Operational Nodes
Human interface (yellow) used for node searching, 1
administration, and uploading resources. Note: It mz+r > n then p=1

In this case, the subset of nodes to which the metadata
are distributed and the subset of nodes to which the
requests are distributed intersect in at least one node.

User Interface

isto Bookmarks Tools Help
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iTrust, node: test.isaim.com:81 Simulation of iTrust

Tools The ITrust simulation is based on the implementation of
Databast:tclo-sf o - ITrust and collects the match probabilities using libCURL.
Resource tools Simulation steps:

o PR S e ——— 1) First we delete all resources and data from the SQLite
Metadata tools | i databases

- Eull ol retadata (fom emate solrces to this node) 2) The program then adds all nodes to the membership.

7 3) Once all the nodes are added to the membership, we
By e — supply the number of nodes for distribution of

A Y R e L e Y0 metadata and requests, and the proportion of
operational nodes, to the simulation program.

4) Next, we call the source node to upload a file and the
program then creates the corresponding metadata.
Sstlitchy Gl 5) Then, the program randomly selects the nodes for
. Bl anculla i comi rsouscas st ACpscOR.3 calams metadata distribution and distributes the metadata to

e et i o i those nodes.

e e 1 Next, the program randomly selects the nodes for the
requests and distributes the requests. If one or more
nodes returns a response, there is a match and the
UCSB g : simulation program returns 1; otherwise, there is no

match and the simulation program returns 0.

iITrust, node: test.isaim.com:81

User settings Statistics Tools Leave Membership

Simulation Results

Match probability versus number of nodes for distribution
of metadata and requests in a network with 72 nodes
where 100%, 80%, and 60% of the nodes are operational:
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Conclusions and Future Work

® Trust is a trustworthy information distribution and
retrieval network with no centralized mechanisms and
no centralized control.

® |Trust involves distribution of metadata and requests,
matching of requests and metadata, and retrieval of
iInformation corresponding to the metadata.

® \With iTrust, the probability of matching a query is high
for 100%, 80%, and 60% operational nodes, given a
reasonable number of participating nodes.

® \We plan to do experimental evaluations of the prototype
iImplementation using PlanetLab.

® \We are investigating other implementations of iTrust
based on SMS, Twitter, etc.

® \We plan to make the ITrust source code, tools,
documentation, etc. freely available for all to use.
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