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Abstract—In this paper, we present a novel algorithm that
finds the probability density function for the number of distinct
nodes reached, within a specific number of levels of message
forwarding, for a fixed size network. The algorithm also finds
the expected number of distinct nodes to which a message
is forwarded, within a specific number of levels of message
forwarding, as the sum of the number of nodes, weighted by the
probability of reaching that number of nodes. In addition, the
algorithm finds the probability density function for the number
of distinct nodes at a given level of message forwarding, and
the expected number of distinct nodes at that level. Using the
algorithm, we calculate these probability density functions and
expected values for various size networks, degrees of message
forwarding, probabilities of message forwarding, and levels of
message forwarding. The algorithm has application to the Internet, peer-to-peer networks, ad-hoc networks, and social networks,
and to multicasting, gossiping, and rumor and epidemic protocols.
Keywords—message forwarding; probabilistic analysis; multicasting and gossiping; rumor and epidemic protocols; peer-to-peer
networks; ad-hoc and sensor networks; social networks

I. I NTRODUCTION
Message forwarding is used in the Internet [8], peer-topeer networks [15], ad-hoc networks [19], [25], [28], sensor
networks [2], [3], [17], and social networks [1]. Forwarding
forms the basis of multicasting [4], [20], gossiping [24], [29],
and rumor and epidemic protocols [10], [18]. Forwarding has
been applied to replication and data consistency [9], failure
detection [30], and buffer management and message filtering
[12]. Forwarding has also been applied to data aggregation [22]
and decentralized search [26]. In each of these cases, messages
are communicated to multiple nodes in the network.
One way of communicating messages to multiple nodes
in a network is for the source node to multicast the messages
directly to all of those nodes. Doing so might not be feasible in
a large network. Another way of communicating messages to
multiple nodes in a network is for the source node to transmit
the message to a small number of nodes and to have each of
those nodes forward the messages to a small number of nodes,
and so on. Such message forwarding has the advantage that
it shares the processing, buffering, and communication costs
among multiple nodes, instead of placing the entire burden on
the source node.
To avoid unconstrained flooding when messages are forwarded, and to conserve network bandwidth and reduce processing and buffering costs, several mechanisms have been
adopted [8]. One mechanism requires a node that receives
a message it previously received (a duplicate) to discard the
duplicate message. A second mechanism includes a time-tolive or hop count in the message header. When the time-to-live
or hop count bound is reached, the node no longer forwards

the message. The time-to-live or hop count corresponds to the
level of message forwarding that we employ in this paper.
A third mechanism forwards a message according to a predetermined probability. When a node receives a non-duplicate
message, the node forwards the message with that probability.
The forwarding probability that we employ in this paper is
such a mechanism. Other mechanisms to constrain message
forwarding exist, and real systems might be more complex;
however, in this paper, we focus on these three mechanisms.
The analysis of message forwarding is straightforward if
the effects of duplicate messages and probabilistic forwarding
are ignored, and other papers employ a simplistic analysis
similar to (2) in Section IV. However, if these effects are taken
into account, the problem is more challenging, as will become
evident in Section V. When the number of nodes in the network
is small, the probability of receiving a duplicate message is
relatively high, which can result in substantial variability in the
number of nodes that receive the message. In addition, small
values of the forwarding probability can result in substantial
variability in the number of nodes that receive a message.
This paper makes the following contributions:
• A novel algorithm that performs a probabilistic analysis for message forwarding and that calculates:
◦ The probability density function for the number of distinct nodes reached, within a specific
number of levels of message forwarding
◦ The expected number of distinct nodes to
which a message is forwarded in a fixed size
network, within a specific number of levels of
message forwarding
◦ The probability density function for the number of new nodes at a given level of message
forwarding
◦ The expected number of new nodes at a given
level of message forwarding.
• A set of results obtained from the algorithm for
various values of the parameters:
◦ Number n of nodes in the network
◦ Degree c of message forwarding
◦ Probability f of message forwarding
◦ Level l of message forwarding.
The advantage of a probability density function is that it
can predict the full range of behavior, rather than hiding that
range behind a mean value. The results given in Section VI
show that the range of behavior can be quite wide. In this
paper, we use the acronym pdf for probability density function.
The probabilistic analysis of message forwarding, presented in this paper, is important for designers and users of
protocols and applications that employ message forwarding.

Fig. 1.

Three examples of nodes at levels l = 0, 1, 2 with c = 4.

The rest of this paper is organized as follows. In Section II,
we discuss related work. In Section III, we state the problem
to be solved and, in Section IV, we present the foundations of
our work. In Section V, we present the algorithm for analyzing
the forwarding probabilities and, in Section VI, we present
results obtained from the algorithm. Finally, in Section VII,
we present conclusions and future work.
II. R ELATED W ORK
Much research has been undertaken on communicating
information to multiple destinations in a network or distributed
system by multicasting and gossiping. Message forwarding has
been used as an alternative to multicasting by a single source
node, and in gossiping protocols.
Deering and Cheriton [8] provide a survey of multicast
routing, using spanning trees along which messages are forwarded in internetworks and extended local-area networks. Lin
et al. [24] exploit directional information for gossiping in widearea networks. Castro et al. [4] describe a scalable, decentralized multicast infrastructure based on gossiping, which is
extended to a hierarchical infrastructure in [18].
Gossiping is particularly important for routing in wireless
mobile ad-hoc networks. Hass et al. [19] use gossiping with
probabilistic forwarding to reduce the message overhead of
flooding in ad-hoc networks. Luo et al. [25] investigate routedriven gossiping for multicasting in ad-hoc networks. Sasson
et al. [28] investigate probabilistic broadcast for flooding in
wireless ad-hoc networks using percolation theory.
Forwarding is also important for sensor networks. Busse et
al. [2] describe two forwarding schemes that trade off delivery
rate and energy costs by maximizing energy efficiency. Gu and
He [17] investigate data forwarding in low duty-cycle sensor
networks in the presence of unreliable communication links.
Cao et al. [3] present cluster-based forwarding for wireless
sensor networks, where any node in a node’s cluster may
forward the message.
Other researchers use forwarding in delay-tolerant networks. Chen et al. [5] show that probability delegation forwarding has a lower routing cost (in terms of the number of
duplicates of a message), and a similar delivery ratio, compared
to delegation forwarding [11]. Hou and Shen [21] adaptively
adjust the probability of replicating a message, to achieve a
balance between the delivery delay and the number of copies
of the message.
Theoretical research has addressed both deterministic and
probabilistic algorithms for gossiping and multicasting. Hedetniemi et al. [20] present a survey of the theory of gossiping and
broadcasting in communication networks. Shah [29] provides
a comprehensive discussion of gossip algorithms. Farley [13]

presents algorithms that construct broadcast networks with approximately the minimum number of links. He also determines
upper and lower bounds to broadcast m messages throughout
a network of n nodes [14]. However, he does not consider
probability density functions.
The research on the spread of rumors [6], [10], [27]
and epidemic processes [7], [16], [23] is interesting, and
includes detailed theoretical analysis. However, both rumors
and epidemics involve specific criteria for communicating and
discarding messages, that are different from the general criteria
used by our algorithm for message forwarding.
III. T HE P ROBLEM
We consider a fully connected network N with n nodes,
and we assume that communication between the nodes is
reliable. A node n0 sends a message to c, c > 1, randomly
chosen nodes {n1 , n2 , . . . , nc } at level 1, excluding itself,
with forwarding probability f , 0 ≤ f ≤ 1. Each node ni ,
1 ≤ i ≤ c, forwards n0 ’s message to c randomly chosen nodes
{ni1 , ni2 , . . . , nic } at level 2, excluding itself, with forwarding
probability f , and so on. Note that nij might be n0 or ni ,
1 ≤ i ≤ c, i = i, and that nij might be ni j  , 1 ≤ i ≤ c,
1 ≤ j  ≤ c, i = i. We refer to such nodes as duplicate nodes.
Figure 1 shows three examples of nodes at levels l = 0, 1, 2
with c = 4. In the middle example, n4 = n14 is a duplicate
node. In the example on the right, n3 = n13 is a duplicate node
and n4 = n14 is a duplicate node. Our algorithm eliminates
such duplicate nodes.
IV. F OUNDATIONS
An upper bound U Bs on the number of nodes at level l in
the network that have, or receive, n0 ’s message is given by:
U Bs = cl

(1)

The expression in (1) assumes that all of the nodes at level
l and previous levels are distinct. Note that this expression is
independent of n, and the least upper bound might be n.
The expected number Es of distinct nodes at level l,
to which n0 ’s message is forwarded, is calculated by our
algorithm after eliminating duplicates at the same or different
levels, and is dependent on n. Thus, Es ≤ U Bs .
Similarly, an upper bound U Bd on the number of nodes
in the network that have, or receive, n0 ’s message at levels 0
through l is given by:
U Bd

= 
1 + c + c2 + . . . + cl
cl+1 −1
if c > 1
c−1
=
l+1
if c = 1

(2)

evalp(n, a, b, k)
1 if (a > 0 and b > 0)
2
topj = min(n − b, a − k − 1)
3
if (k > 0)
4
prod1 = 1.0
5
for j = 0 to k − 1 do
6
prod1 = prod1 ×((b − j)/(n − j))
7
prod2 = 1.0
8
for j = 0 to topj do
9
prod2 = prod2 ×((n − b − j)/(n − k − j))
10
prod = choose(a, k) × prod1 × prod2
11
else // k = 0
12
for j = 0 to topj do
13
prod2 = prod2 ×((n − b − j)/(n − j))
14
prod = prod2
15 else // a = 0 or b = 0
16
if (k > 0)
17
prod = 0.0
18
else // k = 0
19
prod = 1.0
20 return prod
Fig. 2. The method for evaluating the probability given in (3), where 0 ≤
k ≤ a ≤ b ≤ n.

The expression in (2) overstates the number of nodes at levels
0 through l, if some of these nodes are duplicates of nodes
at the same or different levels. Note that this expression is
independent of n, and the least upper bound might be n.
The expected number Ed of distinct nodes at levels 0
through l, to which n0 ’s message is forwarded, is calculated
by our algorithm after eliminating duplicates at the same or
different levels, and is dependent on n. Thus, Ed ≤ U Bd .
To find the expected number Es of distinct nodes at level l,
to which n0 ’s message is forwarded, and the expected number
Ed of distinct nodes at levels 0 through l, to which n0 ’s
message is forwarded, we employ the following theorem.
Theorem. Let N be a set having cardinality n, A be a subset
of N having cardinality a, and B be a subset of N having
cardinality b, where a ≤ b. The pdf p(k), 0 ≤ k ≤ a, that
A ∩ B has cardinality k is given by:
p(k) =

  min(b,k−1)
min(n−b,a−k−1)


a
b−j
n−b−j
k
n−j
n−k−j
j=0
j=0

(3)

Note that, in (3), if the upper index is less than 0, then we
have an empty product, which is equal to 1. The proof of the
theorem is omitted due to space constraints.
The pseudocode to evaluate the probability in (3) is given
in Figure 2. In the pseudocode, we use the standard choose
and min functions.
V. T HE A LGORITHM
The algorithm for the forwarding analysis is illustrated in
Figures 3 and 4, and the pseudocode for the algorithm is given
in Figure 5.
The algorithm calculates the pdf for the number of nodes
at level l, 0 ≤ l ≤ L, to which n0 ’s message is forwarded,
and the pdf for the number of nodes to which n0 ’s message is
forwarded at levels 0 through L. It also calculates the expected

number of nodes at level l, and the expected number of nodes
at levels 0 through L. The calculation involves a combination
of probabilities and probability density functions, and depends
on independence of the considered sets.
We let S0 = {n0 } be the set consisting of the node n0
at level 0, S1 = {n1 , n2 , . . . , nc } be the set of distinct nodes
at level 1 to which n0 forwarded its message and, in general,
Sl be the set of distinct nodes at level l to which the nodes
at level l − 1 forwarded n0 ’s message. We consider the upper
bound smaxl on the cardinality of Sl , defined by smax0 = 1,
smax1 = c and, in general, smaxl = min{cl , n} for l ≥ 0.
We consider the pdf s[l, k] for the cardinality of the set
Sl , 0 < k < smaxl . Note that s[l, 0] is the probability that
there exists no new node in the set Sl (i.e., all of the nodes at
level l already occurred at levels 0 through l − 1), s[l, 1] is the
probability that there exists one new node in the set Sl (i.e.,
there exists only one node at level l that has not yet occurred
at levels 0 through l − 1), and so on.
We let Dl = ∪li=0 Si be the set of distinct nodes at
levels 0 through l, where l ≥ 0. We consider the upper
bound dmaxl on the cardinality of the set Dl , defined by
dmax0 = 1, dmax1 = 1 + c and, in general, dmaxl =
min{1 + c + c2 + · · · + cl , n} for l ≥ 0. Note that, for c > 1,
dmaxl−1 ≤ smaxl ≤ dmaxl . We consider the pdf d[l, k] for
the cardinality of the set Dl , 0 ≤ k ≤ dmaxl .
For l ≥ 2, Dl = Dl−1 ∪ Sl . Attempting to derive s[l, j]
as the difference of d[l − 1, i] and d[l, i] leads to numerical
instabilities. Attempting to derive d[l, i] directly from d[l −
1, i] and s[l, j] leads to a combination of sets that are not
independent, resulting in erroneous results. Thus, we are led
to the derivation described below, in which s[l, j] and d[l, i]
are derived independently from sprev[j].
As illustrated in Figure 3, each node in Sl−1 , as represented
by the pdf s[l − 1, j], 0 ≤ j ≤ smaxlminus1, forwards
n0 ’s message to c nodes in the set Clk . For each number of
nodes in the set Dl−1 , as represented by the pdf d[l − 1, i],
0 ≤ i ≤ dmaxl−1 and, for each set Clk , the algorithm
calculates the probabilities that the nodes in Clk are duplicates,
either of a node already in Dl−1 or of a node already added
through a previous set Clk at level l, and then accumulates a
pdf scurr[j], 0 ≤ j ≤ smaxl, that represents the probabilities
of the numbers of new nodes added at level l. These pdfs are
weighted by the probability of i nodes in the set Dl−1 and are
accumulated in the pdf d[l, i], 0 ≤ i ≤ dmaxl , and the pdf
s[l, j], 0 ≤ j ≤ smaxl.
More specifically, we calculate the pdf s[l, h], 0 ≤ h ≤
smaxl , for the cardinality of the set Sl . For l = 0, smax0 = 1
and the pdf is s[0, 0] = 0.0 and s[0, 1] = 1.0. For l = 1,
smax1 = c and the pdf is s[1, c] = 1.0 and s[0, h] = 0.0 for
0 ≤ h ≤ c, h = c.
We consider the set Clk of c nodes at level l to which node
k in the set Sl−1 at level l − 1 forwarded n0 ’s message. We
consider the pdf clk [j], 0 ≤ j ≤ c, that there exists such a
node k in the set Sl−1 , whose forwarding leads to the set Clk .
We calculate the probability q[l − 1, k], 0 ≤ k ≤ smaxl−1 ,
that there exists such a node k in the set Sl−1 , derived
from the pdf s[l − 1, j], 0 ≤ j ≤ smaxlminus1. We let
f be the probability that such a node k in the set Sl−1
forwards n0 ’s message to c nodes at level l. Thus, we obtain
the pdf clk [j], 0 ≤ j ≤ c, given by clk [0] = 1 − (f ×
q[l − 1, k]), clk (c) = f × q[l − 1, k], and clk [j] = 0 for
0 < j < c.

Fig. 3.

The relationship between the sets whose pdfs the algorithm calculates.

Fig. 4. The computation of scurr[j] is performed for each index i of d[l − 1, i] and each index k of q[l − 1, k]. As shown on the left of the figure, the
previous value of scurr[j] is held in sprev[j] and is converted into the next value of scurr[j]. When scurr[j] has been calculated for all of the values of k,
it is weighted by d[l − 1, i] and accumulated into d[l, i] and s[l, j]. Another set of values for scurr[k] is then calculated for the next value of i.

The illustration in Figure 4 is an elaboration of that in
Figure 3. Each value of the pdf scurr[j] is derived from the
previous value of scurr[j], which is represented by the pdf
sprev[j], for 0 ≤ j ≤ smaxl. Each index j in sprev[j]
represents j nodes already added at level l, whereas each index
i in d[l − 1, i] represents i nodes already present at level l − 1
and all previous levels. Given i + j existing nodes, scurr[j]
is calculated using the evalp() method and the probability
q[l −1, k] that there exists a node k in Sl−1 and the probability
f that the node forwards the message to c nodes.
When the values of scurr[j], 0 ≤ j ≤ smaxl, have been
calculated for all values of k for which nodes are present in
Sl−1 , the pdf scurr[j], 0 ≤ j ≤ smaxl, is weighted by d[l −
1, i], 0 ≤ i ≤ dmaxlminus1, and accumulated into d[l, i],

0 ≤ i ≤ dmaxl, and s[l, j], 0 ≤ j ≤ smaxl. The accumulation
into d[l, i], 0 ≤ i ≤ dmaxl, is offset by i to represent the i
nodes already present at level l − 1 and all previous levels.
From the pdf s[l, j], 0 ≤ j ≤ smaxl , we find the expected
number of new nodes at level l as a sum of j weighted by
s[l, j]. Similarly, from the pdf d[l, i], 0 ≤ i ≤ dmaxl , we find
the expected number of nodes reached at level l or previous
levels as a sum of i weighted by d[l, i].
The pseudocode for the forwarding analysis is given in
Figure 5. As is evident from the pseudocode, the algorithm
has polynomial complexity. Substantial reductions in the computation time are achieved by ignoring small terms, terminating
loops when terms become small, and recording an appropriate
starting value for the next iteration of the loops.

Algorithm
1 for i = 0 to n do
2
for j = 0 to n do
3
s[i, j] = 0.0
4
d[i, j] = 0.0
5
q[i, j] = 0.0
6
if j <= c then
7
q[1, j] = 1.0
8 d[1, 1 + c] = 1.0
9 smaxlminus1 = min(c, n)
10 dmaxlminus1 = min(1 + c, n)
11 for l = 2 to L do
12
smaxl = min(smaxlminus1 × c, n)
13
dmaxl = min(dmaxlminus1 + smaxl, n)
14
for i = c + 1 to dmaxlminus1 do
15
if d[l − 1, i] > 0 then
16
for j = 0 to smaxl do
17
sprev[j] = 0.0
18
scurr[j] = 0.0
19
sprev[0] = 1.0
20
for k = 1 to smaxlminus1 do
21
if q[l − 1, k] > 0.0000001 then
22
for j = 0 to smaxl do
23
toph = min(c, smaxl − j)
24
for h = 0 to toph do
25
scurr[j + h] = scurr[j + h] + sprev[j] × f × q[l − 1, k] × evalp(n, c, i + j, c − h)
26
scurr[j] = scurr[j] + sprev[j] × (1 − f × q[l − 1, k])
27
for j = 0 to smaxl do
28
sprev[j] = scurr[j]
29
scurr[j] = 0.0
30
for j = 0 to smaxl do
31
s[l, j] = s[l, j] + sprev[j] × d[l − 1, i]
32
d[l, i + j] = d[l, i + j] + sprev[j] × d[l − 1, i]
33
sum = 0.0
34
for j = 0 to smaxl do
35
sum = sum + s[l, j] × j
36
Es = sum
37
sum = 0.0
38
for k = 0 to dmaxl do
39
sum = sum + d[l, k] × k
40
Ed = sum
41
for k = 1 to smaxl do
42
sum = 0.0
43
for j = 0 to k − 1 do
44
sum = sum + s[l, j]
45
q[l, k] = 1 − sum
46
smaxlminus1 = smaxl
47
dmaxlminus1 = dmaxll
Fig. 5. The algorithm for calculating the pdf s[l, j] and the expected number Es of new nodes at each level l, where 0 ≤ l ≤ L, that have, or receive n0 ’s
message, and the pdf d[l, k] and the expected number Ed of distinct nodes at levels 0 through L that have, or receive, n0 ’s message.

Fig. 6. The expected number of nodes reached at level l and all previous
levels, and the number of new nodes at level l, from the upper bound analysis
and the algorithm for different values of l, when n = 100, c = 4, and
f = 1.0.

Fig. 7. The expected number of nodes reached at level l and all previous
levels, and the expected number of new nodes at level l, for different values of
n and different values of l, when c = 4 and f = 1.0, shown on a logarithmic
scale.

VI. R ESULTS
We ran the algorithm for several representative values of
the number n of nodes in the network, the degree c of message
forwarding, the probability f of message forwarding, and the
number l of levels of message forwarding. We checked that the
probabilities sum to 1.0. The results are shown in Figures 6-13,
and are discussed below.
Figure 6 shows the expected number of nodes reached at
level l and all previous levels, and the number of new nodes
at level l, from the upper bound analysis and the algorithm,
for n = 100, c = 4 and f = 1.0 for different values of l. In
the figure, we see that the effect of duplicates is to reduce the
number of nodes reached. For example, the expected number
of nodes reached at level l = 3 and all previous levels is 55,
rather than the 85 nodes indicated by the upper bound analysis.
Likewise, the expected number of new nodes reached at level
l = 3 is 36, rather than the 64 new nodes indicated by the
upper bound analysis.
Figure 7 uses a logarithmic scale to compare the expected
number of nodes reached at level l and all previous levels,
and also the expected number of new nodes at level l, for

Fig. 8. The expected number of nodes reached at level l and all previous
levels for different values of c and different values of l, when n = 100 and
f = 1.0.

Fig. 9. The pdfs for the number of nodes reached at level l = 10 and all
previous levels for different values of c, when n = 100 and f = 1.0.

n = 100, 1000, 10000 and for different values of l, when c = 4
and f = 1.0. Not surprisingly, for larger values of n, more
levels of message forwarding are required to reach almost all
of the nodes: 4 levels for n = 100, 6 levels for n = 1000, and
8 levels for n = 10000.
Figure 8 shows a comparison of the expected number
of nodes reached at level l and all previous levels for c =
2, 3, 4, 5, 6 and for different values of l, when n = 100 and
f = 1.0. In the figure, we see that, for smaller values of c,
the horizontal asymptote for the expected number of nodes
reached is substantially less than 100: only 80 for c = 2, 94
for c = 3, and 98 for c = 4. Not only is the expected number of
nodes reached much lower, but also the range of that number
of nodes is much wider, than for the upper bound analysis.
Figure 9 shows a comparison of the pdfs for the number
of nodes reached at level l = 10 and all previous levels for
c = 2, 3, 4, when n = 100 and f = 1.0. Particularly striking is
the wide range of values of the pdfs for the number of nodes
reached. For c = 2, the range is from 70 to 90 and, for c = 3,
the range is from 85 to 100. The pdf for c = 2 is wider than
the pdf for c = 3 or c = 4 because, for c = 2, fewer nodes
are rejected as duplicates.

Fig. 10. The pdfs for the number of nodes reached at level l and all previous
levels for different values of l, when n = 100, c = 4, and f = 1.0.

Fig. 11. The pdfs for the number of new nodes at level l for different values
of l, when n = 100, c = 4, and f = 1.0.

Figure 10 shows a comparison of the pdfs for the number of
nodes reached at level l and all previous levels for l = 2, 3, 4, 5,
when n = 100, c = 4, and f = 1.0. Again striking is the
wide range of the values of the pdfs for the number of nodes
reached, particularly for l = 3 and l = 4 levels of message
forwarding. For l = 3, the number of nodes reached ranges
from 45 to 60 whereas, for l = 4, the number of nodes reached
ranges from 83 to 92. Not only are there wide ranges for the
number of nodes at level l and all previous levels, but also the
ranges for the number of new nodes at level l are wide.
Figure 11 shows a comparison of the pdfs for the number
of new nodes at level l, for l = 2, 3, 4, 5, when n = 100,
c = 4, and f = 1.0. The number of new nodes at a level also
exhibits a wide range. At level l = 3, the number of new nodes
ranges from 29 to 43 whereas, at level l = 4, the number of
new nodes ranges from 27 to 42. These wide ranges make the
performance of message forwarding protocols and algorithms
somewhat unpredictable.
Figure 12 shows a comparison of the expected numbet of nodes reached at level l and all previous levels for
f = 1.0, 0.5, 0.33, 0.25, 0.1 and different levels of message
forwarding, when n = 100 and c = 4. As the probability f of

Fig. 12. The expected number of nodes reached at level l and all previous
levels for different values of f and different levels of message forwarding,
when n = 100 and c = 4.

Fig. 13. The pdfs for the number of nodes reached at level l = 10 and all
previous levels for different values of f , when n = 100 and c = 4.

message forwarding decreases, the expected number of nodes
reached decreases dramatically. In particular, the algorithm
yields horizontal asymptotes for the expected number of nodes
reached of 81 for f = 0.5, 51 for f = 0.33, and only 26 for
f = 0.25. Not only do small values of f result in lower values
of the expected number of nodes reached at level l and all
previous levels, but also the ranges for the number of nodes
reached at level l and all previous levels are wide.
Figure 13 shows a comparison of the pdfs for the number
of nodes reached at level l = 10 and all previous levels for
f = 1.0, 0.5, 0.33, 0.25, 0.1, when n = 100 and c = 4. Again
striking is the wide range of the values of the pdfs for the
number of nodes reached. For f = 0.5, the number of nodes
reached ranges from 74 to 93. For f = 0.33, the number of
nodes reached ranges from 36 to 64. For f = 0.25, the number
of nodes reached ranges from 12 to 40. Also interesting, for
small values of f such as f = 0.1, is the periodicity in the
number of nodes reached, with the period 4 corresponding to
the value c = 4.
The results presented here are important for designers
and users of protocols and applications that use message
forwarding, but they might need to run the algorithm for their
own parameter values.

VII. C ONCLUSIONS AND F UTURE W ORK
We have presented a novel algorithm that finds the probability density function for the number of distinct nodes, and
the expected number of distinct nodes, to which a message is
forwarded, at a given level and all previous levels of message
forwarding. The algorithm also finds the probability density
function for the number of distinct nodes, and the expected
number of distinct nodes, to which a message is forwarded, at
a particular level of message forwarding.
Using the algorithm, we have obtained results for various
values of the number of nodes in the network, the degree of
message forwarding, the probability of message forwarding,
and the number of levels of message forwarding. The expected number of distinct nodes reached at a given level and
all previous levels, and the expected number of new nodes
reached at a particular level, obtained from the algorithm are
substantially less than the corresponding numbers obtained
from the upper bound analysis. Furthermore, as the probability
of message forwarding decreases, the expected number of
nodes reached decreases quite rapidly. Moreover, the number
of nodes reached at a given level and all previous levels, and
the number of new nodes reached at a particular level, exhibit
a wide range, particularly for smaller values of the degree of
message forwarding and smaller values of the probability of
message forwarding.
In future work, we plan to investigate forwarding within
and between neighborhoods of nodes, where the neighborhoods are completely connected but the network might not be.
We also plan to investigate forwarding within a network that
is subject to node faults and link faults, including Byzantine
faults. In addition, we plan to investigate the time to reach a
certain number of nodes, given a particular probability density
function for the time that a node takes to forward messages.
We also plan to apply the results of this probabilistic analysis
of message forwarding to our existing iTrust information
publication, search and retrieval network [26].
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